WATSON DAVIS

Execin Tz S wny

Focus on Exports

What?

Identify the primary concerns in maintaining the Focus ofan effective
Export Compliance Program.

1. Promotethe adherence to U.S. Government trade laws and reguiati
Provide guidance to company personnel regardingrexmde requirements
Monitor Export transactions and ensure proper ciampe of commercial _items
Ensure compliance of Defense Items and Defensdc8erexported/re-exported
Screen denied entities, persons, organizationsyspect transactions

Monitor: Export classifications, HTS #'s, Countrf/@rigin, Shipping documents
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Coordinate Export Training for appropri




Why?

Exports are controlled by governments throughout the wrld because
certain types of exports can improve or weaken a coungs
capabilities. Controls are placed on commaodities to snre the safety
and security of a country as well as protect the economgrowth and
maintain stability within their region.

Reasons for these controls are divided into 5 -primary sections:
» National Security -
» Missile Technology
» Nuclear Nonproliferation
» Chemical and Biological Weapons

Who?

@ U.S. Dept. of Commerce — Bureau of Industry and Secusit
@ U.S. Dept. of State — Directorate of Defense Trade Cants
‘ U.S. Dept. of Defense

~§ U.S. Dept. of Treasury - Homeland Security-U.S. Customs
@ U.S. Dept. of Energy

These U.S. Government Agencies administer the laes,rand




Now the nature of our adversaries makes effective corls more difficult.




Where?

Assistant Secretary Christopher R. Wall speaking at the BIS
Update Conference recently announced some dynamic
directives that will FOCUS the export control system to met
the unprecedented security challenges, as well as economic

challenges due to worldwide technology impacts on the global
market. S oais

End User Reviews — and The Entity List
New License Exception ICT

(Inter Company Transfer)




End User Review

Prior to the recent revision the Entity List informed the public of entities

whose activities imposed a risk of diversion, or werender sanctions by the
Department of State.

The Florida Case changed it all!

U.S. Officials Bust Weapons Ring Exporting Componen  tsto Iran

Wednesday, September 17,2008 - Fox News

Afederal grand jury in Miami returned the 13-count indictmenton Sept. 11 and unsealed it on Wednesday. Included
inthe charges are conspiracy, violations of IEEPA and the United States Iran Embargo, and making false
statements to federal agencies in connection with the export of thousands of U.S. goods to Iran.

The defendants are also charged with purchasing and exporting U.S. goods to Iran through "middle countries,"
including the United Arab Emirates, Malaysia, England, Germany and Singapore. All of the items identified in the

charges have potential military applications, including as components in the construction of improvised explosive
i IEDs.

End User Review

Entities Revised

The Entity List specifies the licensing requirement and pdgliitieeach listed entity.

Changes to the Entity List are implemented by action ofERC) End-user Review
Committee.

New Criteria

The new criteria allows additions of Entities that the WSd&enment has determined are
involved in activities contrary to US National Securitgléor Foreign Policy interests, or
ing on behalf of such entities.




End User Review

Examples

New Criteria for Addition to Entity List

Supporting person engaged in acts of terror.

Engaging in actions that could enhance the military capability of, or
supplying support to sponsors of terrorism.

Transferring, developing, servicing, repairing, or producing conventional
weapons in a manner contrary to US national security or foreign policy —
or enabling such a transfer.

Preventing the accomplishment of an end-use check conducted by or on
behalf of BIS or State Department.

End User Review

End User Analysis

Questions you should be Asking

Does the company exist?
What is known about it's main line of business or research?
Is there any evidence of involvement in clandestine activities?

Is there any past history of diversion of goods?
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License Exception ICT

Inter Company Transfer Exception

License Exception ICT

License Exception ICT will be set forth in §740.19 of th EAR. It will
allow parent companies and wholly owned, or controlledn fact
facilities, to export, re-export, and transfer in courry, many controlled
items on the CCL for internal company use.

Criteria




Inter Company Transfer Exception

Definitions of Terms

Definitions will be added to the CCL §772.1 for specifiterms used in
the Inter Company Transfer Exception.

“Parent Company' — any entity that wholly-owns or controls in fact iffetent
entity, such as a subsidiary or branch.

“Controlled in fact” — the authority or ability of an entity to establigie general
policies or day-to-day operations of a differemyanrization, such as a subsidiary,
branch, or office.

Inter Company Transfer Exception

Scope

Use of License Exception ICT is limited to those entiied those ECCN'’s that are
authorized by BIS pursuant to submission and review gétifod 5CFR8740.19.

Eligibility
e Applicant must be parent company and incorporated in or have it's princgsz pl
of business in any country listed in Supplement No. 4 to part 740




Inter Company Transfer Exception

Restrictions

No items transferred to Group E Countries or North Korea
Authorized Internal Company use ONLY

No release of technology or source code to foreignmaltenployees whose
visa have been revoked, denied, or are otherwise invalid

4. No transfer to foreign nationals if that employeea prior employénf”that
employee is listed on any of the end-user lists of concern.

5. No encryptions items classified under 5A002

No items classified for Significant Items reasons

Inter Company Transfer Exception

ICT Control Plan

Prior to submitting an application to BlSand before making any exports, re-
exports, or transfers, applicants must implement an ICT Gdrln designed to
ensure compliance with this license exception and the EAR.

To use this license exceptipapplicants must then submit a copy of the ICT
control plan and specifically note which or thei ilitees covered by the plan.




Inter Company Transfer Exception
Mandatory Elements of an
ICT Control Plan

Corporate Commitment to Export Compliance
Physical Security Plan

Information Security Plan

Personnel Screening Procedures

Training and Awareness Program
Self-Evaluation Program

RGN ORI

Letter of Assurance for Software and Technolo

Inter Company Transfer Exception

Information required for ICT
authorization

Applicant
Full name of Company
Complete physical address of headquarter location
Complete physical address of principal place of businessféfelift)
Location of registration or incorporation
Ownership of company
includes listing of all individuals or groups thwve at least a 10% ownership interest
Need for use of ICT exception
including list of the ECCN’s to be included andedail narrative describing intended use
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Inter Company Transfer Exception

Additional information required

Name and contact information of employee(s) responsiblenfdementing
the ICT control plan of the applicant and the users.

Full copy of the ICT control plan

Documents showing implementation of screening, training, aheéwalation
elements in the control plan

Signed statement on company letterhead, by a company offatestates each
entity named in the application will allow BIS, at the agéndjscretion, to
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Enforcement

Keynotes on Enforcement Changes

Office of Export Enforcement (OEE) is the only law
enforcement agency that has as its sole mission enfoheng t
laws and regulations concerning dual-use exports.

Office of Enforcement Analysis (OEA)in addition to

supporting the Special Agents help target the end-use checks
that are conducted around the world. They help ensure that dual
use goods that have been exported are where they should be and
are being used appropriately.

Enforcement

VIOLATIONS CAN BE COSTLY!

Seizure of shipments
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Suspension/withdrawal of export privileges
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Civil Penalties - up to $1 Million per
violation

Applied to the company
Applied to the individual
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Enforcement

Examples

The varied and numerous challenges Export Enforcement faceslacted in
some of the most recent cases.

Deemed Exports to Chinese and Iranian national$On September 3, 2008, a federal jury in the
Eastern District of Tennessee convicted J. Reetie, RdProfessor Emeritus at the University of
Tennessee, on 18 counts of Conspiracy and ArmsrE@uamtrol Act violations. Between

January 2004 and May 2006, through the Tennesses mampany Atmospheric Glow
Technologies, Inc., Roth engaged in a conspiradyatesmit export controlled technical data to
foreign nationals from the People's Republic ofn@hand Iran. This controlled technical data
was related to a restricted U.S. Air Force conttaalevelop plasma actuators for a military
unm nicle. The c ding the

Enforcement

Examples

WaveLab, Inc

Among our other interesting cases were the crinpinasecution of Fawzi Mustapha Assi, which involved
an effort to export night vision illegally to thertorist organization, Hezbollah, in Lebanon, argliity

plea by WaveLab, Inc., which was sentenced toraial fine, a period of probation and also ordeteed
forfeit $85,000, for unlawfully exporting power alifigrs to the People’s Republic of China.

Cirrus

The Cirrus case was a criminal prosecution brobghe in the District of Columbia, and involved effo
to illegally export controlled electronic compongrind other goods to entities in India that pauéit in
the development of ballistic missiles, space lawhicles and fighter jets. It resulted in a tefim o
imprisonment and a criminal fine.

Pakland PME Corporation
On August 1, 2006, BIS issued a 10 year deniakpbe privileges against Asher Karni and relatedigs
Pakland PME Corporation and Humayun Khan in conoeatith their exports of electrical equipment and
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Enforcement

The Future of Export and
Enforcement

Meaningful enforcement requires that the consequences for disghibgi export
control laws be clear and significant. Absent that, thdiglesreason to have
such laws. Meaningful enforcement makes clear distinctionskettihose who
violate the law and those who abide by it. It actively p'u'rslmmrs and imposes
consequences that deter future violations. Enforcement mustivaeed because
we must counter existing and emerging threats. By doing salseensure that
legitimate trade does not face unfair competition froegitimate trade.

-

Conclusion

Export Enforcement Act of 2007
New Special Agents
New Law Enforcement Tools

Dynamic Changes in the Export Arena
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